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1. OBIIASI XAPAKTEPUCTUKA IPUMEPHOUN PABOYEMN ITPOI'PAMMBbBI
IHPOPECCHUOHAJIBHOI'O MOAYJIA

PabGouass mnporpamma mnpodeccuoHanbHOTO MoOayNds «3amura HHpOpManuu B
UH(OPMAITMOHHO-TEJICKOMMYHUKAIIMOHHBIX CHUCTEMax M CETAX C HCIOJIb30BAHUEM
MPOrpaMMHBIX U MPOrPAMMHO-AMIAPATHRIX (B TOM 4YHCIIe, KpUNTOrpadhUIeCKUX) Cpe/ICTB
3aIUTH) SIBJSIETCS YacThl0 OCHOBHOM TpodeccronanbHoit nporpammsl (aanee OITOIT) B
cootBercTBUH ¢ DI'OC CIIO 1o criennanbHOoCcTH 10.02.04 O6ecneuenre nHGOPMaITMOHHON
0€30MacCHOCTH TEJIEKOMMYHUKAITMOHHBIX CUCTEM.

PaGouass mporpamma mnpodeccuoHanpbHOTO MOmyIs «3amura WHpoOpMaruu B
nH()OPMAITMOHHO-TEJICKOMMYHUKAIIMOHHBIX CUCTEMAX M CETAX C HCIOJIb30BAaHUEM
MPOTPaMMHBIX U MPOTPAMMHO-AMNMAPATHBIX (B TOM YMCIIEe, KpUNTOTpahUUECKUX) CPEACTB
3aIIUTBDY MOXKET OBbITh MCIOJb30BaHA B  JIOMOJHUTEIBHOM MpOo(ecCHoHaTLHOM
oOpazoBaHuu (B TMporpaMmax TMOBBIIIEHUS KBATU(PUKAIIMM ¢ TMEPENOJArOTOBKUA) U
podecCHOHaNbHOM MOJITOTOBKE O0YYAIOIINXCS IAHHON CIEIUATbHOCTH.

PaGouast mporpamMma coctaBiieHa it 00y4daromuxcs 04HOM GopMbl 00yUYeHUs, B TOM
YHUCJI€ C MPUMEHEHHUEM D3JIEMEHTOB JIUCTAHIIMOHHBIX O00pa30BaTEIbHBIX TEXHOJIOTHM U
AIIEKTPOHHOTO O0Yy4YEeHHUSI.

[Ipn oOydeHHH WHBAIUAOB MU JIUI[ C OTPAHUYCHHBIMH BO3MOXXHOCTSMHU 370POBBS
JUCTAaHIIMOHHBIE ~ 00pa3oBaTeNbHbIE  TEXHOJOTMM U DJIGKTPOHHOE  OOyudeHue
peaycMaTpruBaeT BO3MOXKHOCTh MpHUeMa-nepeaur HHGOpMaIui B JOCTYIMHBIX JIJIST HUX
dbopmax.

1.1. e ¥ NJIAHMPYeMble pPe3yJIbTaThbl 0CBOEHHS NPO(eCcCHOHATBHOT0 MOAYJIA

B pesynbrare wusyuyeHus MNpOPECCHOHATILHOIO MOAYIS OOy4YarolIMiicsS JO0JHKEeH
OCBOUTb OCHOBHOM BHJ JESATENbHOCTH OPraHU30BBIBATH PEMOHTHBIE, MOHTAXHbBIE H
HajaJ04YHble padOThl MO MPOMBIIUIEHHOMY OOOpPYAOBAHHIO M COOTBETCTBYIOIIHE €MY
npodecCUOHANIbHbIE KOMIIETEHIIUHN:

B/l 1. 3amuTa nHdpopmanun B ”HGOPMANNOHHO-TEJTEKOMMYHHKAIIMOHHBIX CHCTEMAax
U CeTHAX € UCMOJIb30BAHNEM MPOrPAMMHBIX U IPOTPAMMHO-aNNAPATHBIX (B TOM YHCJIE,
KPUNTOrpauuecKnx) CPpeACcTB 3aIUThI

MK 2.1. Tlpou3BoauTh YyCTaHOBKY, HACTPOMKY, HCHBITAHUA U KOH(HUTYpHpOBaHUE
MPOTrPAMMHBIX W MPOTPAMMHO-AMIAPATHBIX, B TOM YHUCJIE KPUOTOTPAPUUIECKUX CPEICTB
3aIUTHl UHPOPMAIIUK OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA M CIIEIUATBHBIX BO3JCHCTBUN
B 000py0BaHNE UHPOPMAITUOHHO-TEIEKOMMYHUKAIIMOHHBIX CUCTEM U CETEH.

IIK 2.2. TlomnepxuBath OecriepeOoitHyl0 pabOTy MNPOrpaMMHBIX W MPOrpaMMHO-
amnmapaTHbIX, B TOM 4YHCJE KpUNTOTpadUUEeCKUX CPEICTB 3aluThl WHOpMalnuu B
MH(OPMAIMOHHO- TEJIEKOMMYHHKAIIMOHHBIX CUCTEMAX U CETSX.

MK 2.3. OcymecTBasTh 3alIUTy HUHPOPMALUU OT HECAHKIMOHUPOBAHHOIO JOCTYIa M
CHelUaIbHBIX BO3ACHCTBUI B 000pYyI0BaHNE HH(POPMALIMOHHO- TEJIEKOMMYHUKAIIMOHHBIX
CHUCTEMaxX M CETSIX C MCIOJIb30BAHUEM MPOTrPaMMHBIX U MPOTrpaMMHO-aNNapaTHbIX, B TOM
YHUCJIe KPUNTOTPAPUIECKUX CPECTB 3aMIUTH HHGOPMAIIHH.

1.1.1. llepeyeHb 00IUX KOMIETEHIIH
OK 01 Bri6upars criocoObl pemeHust 3aa4 mpoecCHOHABHON AesATeIbHOCTH, MPUMEHUTEIIBHO K
Pa3JIMIHBIM KOHTCKCTAM.




OcymecTBIATh TIOUCK, aHaIU3 W WHTEpHpeTanuio WHGOpMAaNuU, HEOOXOTUMOW s
BBINOJHEHUS 3a/1a4 NPOodeCCHOHATBHON JAesITEIbHOCTH.

OK 03 | IlmanupoBaTh U peaTn30BbIBATH COOCTBEHHOE MPO(hecCHOHATLHOE U TMYHOCTHOE PAa3BUTHE.
OK 04 PaGorate B KoekTHBe W KoMaHzAe, 3((EKTUBHO B3aMMOJCHCTBOBATH C KOJUIEraMH,
PYKOBOJICTBOM, KJIMEHTAMHU

OK 09 | Mcnonas3oBath HHGOPMAIIMOHHBIE TEXHOJIOTUH B MPOGECCHOHATBHON IEATEIbHOCTH.

OK 10 [Tonp30BaTbest MPOQEeCcCHOHANBHON JOKYMEHTAMEH Ha TOCY1apCTBEHHOM U

MHOCTPAHHOM SI3BIKaX

OK 02

1.1.2. B pe3yabTaTe 0cBOeHHs TPO(eCCHOHAIBLHOI0 MOAYJsl 00y4YaIOLIMiics 10JI5KeH:

HNmerb — ompeAeneHHs  HEOOXOAMMBIX  CpPEACTB  KpHUNTOrpauyeckod  3aIlUThI
NPaKTHYEeCKUI uH(pOpMaLINK;

ONBIT — HCIOJb30BaHMS MPOrPAMMHO-ANNAPATHBIX KPUIITOIpapUUECKUX CPEACTB 3aIUThI
nH(pOpMAIIHH;

— YCTaHOBKH, HACTpOMKHU CHeHaIM3UPOBAHHOIO 00opynoBaHus

KPUNTOTpaQrUECKON 3alIUThl HHPOPMAIINY;

— NPUMEHEHUS MPOrPaMMHO-AIAPATHBIX CPEJCTB 00ecieueHHsI UHPOPMALIMOHHOM
0€30MaCHOCTH TEJICKOMMYHHKAIIMOHHBIX CUCTEM; IU(POBaHUS MH()OPMAIIHH.
YMmerb — BBIBJISATh W OLIGHUBATh Yrpo3bl 0€30MacHOCTH WH(POPMALUU M BO3MOKHBIC

TEXHUYECKHE KaHAIIbI €€ YTEeUKH Ha KOHKPETHBIX 00BEKTax;

— ONpeAeNsATh palMOHAIBHBIE METOABl M CPEACTBA 3alIUTHI HAa OOBEKTAX H
OIICHUBATH UX PPEKTHBHOCTD;

— TMPOU3BOJMTH YCTAHOBKY W HACTPOWKY THIIOBBIX MPOTPAMMHO-AIIAPATHBIX
CpPEeACTB 3alIUThl HH(OPMAIINH;

— TIOJIb30BaThCsl TEPMHUHOJIIOTHEH COBPEMEHHOH KpHUnTorpaduu, HCHOIB30BATH
TUIOBBIE KpUNTOrpaUUecKue cpesICTBa 3alUThl HHPOPMALIUY;

3HaTh — THUMOBBIE KpUNTOTpadUUecKHe aarOpPUTMbI, MPUMEHSIEMbIe B 3alIUIIEHHBIX
TEJIeKOMMYHUKAIIMOHHBIX CHCTEMAaX;

— OCHOBHBIE MPOTOKOJIBI uAeHTUPUKAITIH u ayTeHTU(UKALNN B
TEJIEKOMMYHUKAITMOHHBIX CUCTEMAX;

— COCTaB M BO3MOXXHOCTH THIOBBIX KOH(UTYpaIuii MporpaMMHO-aIapaTHBIX
CPEeACTB 3allUThl HH(OPMALIUH;

— OCOOGHHOCTHM TPHUMEHEHHs] MPOrpaMMHO-alNapaTHBIX CPEJICTB OOecIeUeHUs
WHPOPMAIIMOHHON  OE30MaCHOCTH B TEIIEKOMMYHHKAIIMOHHBIX ~ CHCTEMaXx;
OCHOBHBIE CITOCOOBI TPOTUBOACHCTBUS

— HECAaHKIMOHHPOBAaHHOMY  JOCTYyy K  HH(OpPMAllMOHHBIM  pecypcam
MH(POPMAIIMOHHO-TEIIEKOMMYHUKAITHOHHON CHCTEMBI;

— OCHOBHBIC TOHATHS KPUNTOTpapUH W THUIIOBBIE KPHNTOTPA(PUUECKHE METOJIBI
3aIUThl H)OPMAIINH;

1.2. KouyecTBO 4acoB Ha OCBOeHHe paldoueii mporpaMmbl NpodeccHOHATLHOIO
MOYJIsl

Bcero wacos: 546 yac.

N3 vux Ha ocBoenne MJIK — 346 vac.:

M/IK.02.01 3amura undopmaiuu B uHGOPMAIMOHHO-TEIEKOMMYHUKAIIMOHHBIX CUCTEMaX
Y CETAX C UCIOJIb30BAHUEM IPOTPAMMHBIX U IPOTPAMMHO-ANNIaPATHBIX CPEICTB 3aILUTHI —
244 gac.;

MJK.02.02 Kpunrorpadudeckas 3amura napopmanuu — 102 yac.;



B toMm uncne camocrositenpHas padbota — 148 yac.
[IpakTuku, B TOM unciie ydeOHas — 36 yac.
MIPOM3BOJICTBEHHA (110 TPOHIIIO crieluanbHOCTH) — 144 yac.
Kypcosoii mpoekt (pabota) B coctaBe M/IK — 20 yac.
DKk3aMeH 1o moayio — 20 yac.



2. CTPYKTYPA U COAEP KAHUE NPOPECCUOHAJIBHOI'O MOAYJIA

2.1. CTpykTypa npogeccuoHaTbHOT0 MOAYJIA

Cymmap O6beM podeCCHOHATEHOTO MOIYJIS, YaCOB
HBIH PaboTa o0yyaromuxcsi BO B3aUMOACHCTBHH C MPEojaBaTeieM Camocrto
obbeM SOE o O6yuenue no MJIK IpakTuku ATeNbHAs
Konpt HavMeHoBaHue pasieios Harpysk | & & Z Beero | II B Vye6 I pabora
npodeccHoHATHH W, uacos | & 8 S pOMEexy TOM YHCJIe yeOHa pousB
HpO(bCCCI/IOHaHBHOFO MOOYJIA m X O TOYHAS na60paT0 KprOBBI 1 OJICTBEH
BIX M O0IIUX (MIIK) - B 5 arTecTa
KOMIIETCHLINIA £ 82 PHBIC 1) € Had
m E us NPaKTHYE | MPOEKTHI
CKHE (paboTtsr)
3aHSTHS

MJIK.02.01. 3amura

uHpOopMannu B

nH(pOpMaIMOHHO-
IIK 2.1-2.3 | TeJIeKOMMYHUKAIIMOHHBIX
OK1-4, OK9,10 | cucteMax u CeTsIX C 244 ) 134 10 54 20 i i 100

WCIIOJIb30BAaHUEM

MIPOTPaMMHBIX U IIPOTrPaMMHO-

almnapaTHbIX CPEJICTB 3alUTHI
MK 2.1-2.3 ?(/IZIEIIET(C))FZ .Slinqecxas[ 3a 102 - 54 - 34 - - - 48
OK1-4, OK9,10 | PHITOTP HuTa

uHpOpMaLUU
Y4yeOHas paKkTHKa 36 36 36
[MpousBoncTBeHHass  mpakThka (M0 TpodmItro 144 144 144
CHEIMAILHOCTH)
DK3aMEeH M0 MO0 20 X

Bcero: 546 188 10 88 20 36 144 148




2.2 TemaTuuyeCcKHH IUIAH U COAEPKAHUE MPO(PECCHOHATBHOTO MOLYJIS

HawnmenoBaHue pa3enos
npodeccHnoHaTLHOTO MO, Copepxanre yaeOHOTO MaTepuana, 1abopaTopHbie padOThHl U MPAKTUICCKUE 3aHATHS, O0beM
MeXIUCIUIUTMHAPHBIX KypcoB (MIK) u BHEAYJUTOPHAs (CaMOCTOSTEIbHAs) paboTa 00yJarOIIHXCS 4acoB
TEM
1 2 3
MK 02.01. 3ammra nHdpopManun B UHGOPMANMOHHO-TEJEKOMMYHUKAIMOHHBIX CHCTEMaX U CeTAX C MCHOJIb30BaHHEM 244
MPOrPaMMHBIX H IPOrPAMMHO-ANNAPATHBIX CPEICTB 3aLIUTHI
Coaep:xanue yueOHOIro MaTepHaJia
1. TlpobGnembr oOecrieueHUs OE30MACHOCTH ONEPAIMOHHBIX CHCTeM. [loIHOCTBIO
KOHTPOJIMPYEMbIe CHCTEeMBI. YacTH4HO-KOHTposmpyemble cucteMbl. WindowsXP.
Windows 7. Windows8. Linux. QNX u apyrue onepanyoHHbIE CHCTEMBI.
2. TexHomoruu ayTeHTH()HUKAIINY.
3. AyrteHTH}UKAIMs, aBTOpPHU3AlUsA M aJIMHUHUCTPUPOBAHHME JCUCTBHI IOJIB30BATEIIS.
Metos! ayTeHTHDHUKATIH
4. Tlapomu. PIN-kombl. MeToibl HaJIe)KHOTO COCTABIICHUS ITAPOJICH.
5. Crporas ayreHTU(DUKAIMSL.
6. OnnoctropoHHsis ayTeHTUUKAIMA. J[ByXCTOpOHHSs ayTeHTH(HUKAINUs ATMMapaTHoO- 20

IporpaMMHBbI€ cpelcTBa HAeHTHU(UKAMK U ayTeHTu(dukauuu. Tokenbl. Cmaprt-
KapThl. BupTyanbHble KIHOYH.
Tema 1.1. O0ecnieuenune 7. TIporpammHo-arnmapaTHbIE MOJIYJIM TOBEPEHHOM 3arpy3KH.
0e30MaCHOCTH ONEPAIHOHHBIX CHCTEM 8. 3amaum AIIM/I3. Bo3moxxnoctu AIIM/I3. Buasr AIIM/13.
9. AIIM/I3 KpunroH —3aMOK CUCTEMHBIN aJIMHHHCTPATOP.
10. M3yuenne HacTpoek cucTeMHoro aaMuuuctpatopa AIIM/I3.
11. AIIM3 KpunTon —3aMok, HacTpoiiku noib3oBarens AIIM/I3.
12. Orpannuenus aedcTBuil momb3oBarens. Wnentuduxanus. JKypHan perucrpauuu
coObITuii. HacTtpoiiku nenoctuoctu cpeast AIIM/I3.

IIpakTHYecKkHe 3aHATHA

W3yuenne cpencTB HIEHTH(PUKALUU ayTEeHTU(UKAIUU  ONEPAMOHHBIX  CHUCTEM
Hactpoiika noxanbHOM mnonutuku Oe3onmacHoct Windows. [lonutuka mnaposneit. 2
[TonuTuku yueTHbIX 3anuceil. Ha3HaueHune npas mojabp30BaTedsl.

Hacrpoiika nokanpHOM monutuku Oe3omacHoct Windows. Ilapamerpsr 6e30macHOCTH.
[TonuTuka aynura.

Hactpoiika n301upoBaHHON CpPEBI. 2
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AIIM/13 Kpunron-zamox MHUIMATU3aIMs CHCTEMHOTO aIMUHHUCTpATOPA,

MHULMAJIM3alMs] [10J1b30BATENs], IPOBEPKA LIETTOCTHOCTH CPEJIbI. 2

Amnmnaparssle cpeactsa mudposanus Kpunton4,8 HacTpoiika, SKcIuTyatanus 2

[IporpammMHubie cpeacTBa ImmMdpoBaHUs. 3almUIleHHbIE KOHTeHHepsl. Kpunton- 2

mudpoBaHue

BoccranoBnenne wHGOpPMAIMM TUIOBBIMU cpeacTBamu [Iporpammbl BOCCTaHOBIIEHHUE 9

nHpopmaruu

Copaepxxanue yueOHOro MaTepuaJia

1. ApxurekTypa MoJICHCTEMBI 3alUThI oreparmonHoi cuctembl Windows Server2016.

2. Ocobennoctn OC Windows Server2016. Bo3MoXHOCTH — agMUHHCTpaTOpa.
Pasrpannuenue noctymna Kk 00beKTaM ONepariOHHON CUCTEMBI.

3. Mogenu nocryna. JuckpernronHas Monenb. Mannataas moaenb. Ponu. JlokanbHast
MOJINTUKA OE30MAaCHOCTH.

4. Hacrtpoiika JTOKQJIbHOW IOJIMTHKH O€30MacHOCTH. ATMUHUCTPUPOBAHHUE CHCTECMEI.
W3onupoBaHHas mporpammHas cpena.

5. Cnoco0bl opranu3anuy. MeTo sl IpUMEHEHHUS.

6. ActiveDirectory.

7. KommnekcHas cucTeMa OpraHu3allM yIpaBiI€HUs JOCTyNoM. WHctamisuus.
Hacrpotika.

8. AyauTt 6€30MacHOCTH ONEPANMOHHON CHCTEMBI.

Temal.2. TexHosioruu pa3rpaHu4eHust 9. Meroabl NpoBeACHHS] KOHTPOJBHBIX MPOBEPOUYHBIX Mepompustuii. [IporpamMmHubie 25
AOCTyNAa cpencTBa ayauTa. OyHKIIMU MEKCETEBBIX IKPAHOB.

10. Orpanuyenue JocTyna BHEIIHUX Mojb3oBaTenedl. Pasrpanuuenue jgocryma.
Qunbrpaumst  Tpaduka. AHanu3z  uHpopmauuu. IlakerHas — dunbTpanus.
[Tocpenunueckue GpyHKIUU. JlonoOIHUTENBHBIE BO3MOXKHOCTH MD.

11. OcobeHHOCTH (PYHKIIMOHUPOBAHUS MEXCETEBBIX IKPAHOB.

12. Mogens OSI. Okpanupyroumii mMapmpyrtusarop. L103 ceaHcoBOro ypoBHS.
[Tpuknagnoit nuiro3. 1103 3xcnepTHOro ypoBHSL.

13. CxeMslI 3amUThHI Ha 6a3e MEKCETEBBIX IKPAHOB.

14. IToanTka  MEXCETEBOro  B3amMoaeHcTBHA. CxeMsl  IMOAKIOYeHHs  MD.
[Tepconanbuble u pacupeneneHusie M3J. [IpobGnemsr 6e3omacHocTi MO.

15. TecTpoBaHUE MEKCETEBBIX IKPAHOB.

16. TpeboBanus nokazateneil rectuponanusi. Kiaccst MO. Tpebosanuss PCTIOK k MD.

IIpakTuyeckue 3aHATHS

[TporpaMMbl HaJIe)KHOTO yaaleHHs] HHPOpMaILUH. 2
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ApxuBHpOBaHNE HHPOPMALIUH. 2
ITporpamMMmHBbIe cpencTBa pezepBHoro konuposanus. Hactpoiika RAID-maccuBoB. 2
Wncaiinepckas undopmanus. [lporpammel coopa nndopmariuu o 11K. 2
HacTpoiika MeXCceTeBOro sKpaHa. 2
Conep:kaHue y4eOHOT0 MaTepHuaJia
1. TIpoGnembl nHPOPMAITMOHHON 0€30MMaCHOCTH CETEH.
2. Beenenme B cereBoii MH(pOpMaMOHHBINH oOMeH. Vcrnonp3oBanue cetn MHTEpHET.
Mogens ISO/OSI u cTex
3. mporokonoB TCP/IP.OGecneyenne wuHPOPMAMOHHON  OE30MACHOCTH  CETEH.
Crioco6b1 obecrieuenust HHPOpMaMoHHOW Oe3omacHocTh. [lyTn pemenus mpobiem
3alIUThl HH(OPMALIUU B CETAX.
4. KoHuenuus nNoCcTpOCHHS BUPTYaTbHBIX 3aIIUIIEHHBIX CETEH.
5. Hapmexnas mnepegaua wuHQoOpManmuu 1O HE3AIIMIICHHBIM KaHAJlaM  CBS3M.
Iudposanue. Ayrearudukanus. Bepudukanms. M3061TO9HOE KOJUPOBAHNUE.
6. VPN — pemenus 11 TOCTPOSHUS 3aIUIIEHHBIX CETEH.
7. BupryanpHble 3amuiieHHble ceTtu. TyHenupoBanue. HHKancynsuusi makeToB. o5
Crpykrypa mnakera. CTpykTypa 3aIlMIIEHHOTO IakeTa. BapuaHThl HOCTpOEHHUS
3alIMIIEHHBIX KaHaoB. Knaccuukanus. 3amuTa Ha KaHAITbHOM YPOBHE.
Tema 1.3. Obecneuenue _ | 8. TIporokomst PPTP, L2F, L2TP.
HH(OPMALMOHHOI 0e30MACHOCTH CeTeH. | 9  [Ty010K0mEl OPMUPOBAHIS 3AMIHIIEHHBIX KAHAIOB Ha CEAHCOBOM YPOBHE.
OcHoBBI TeXHOJIOTHH BHPTYAIILHBIX 10. Mporoxosst SSL, TLS, SOCKS.
JamMIMEenHbIX cered VPN 11. 3amuTa Ha CETEBOM yPOBHE.
12. Apxurektypa cpeactB 6e3onacHoctu [PSec, AH, ESP. 3amura Ha mpukiagHoM
YpOBHE.
13. Opranuzanus yAaajaeHHOTO JOCTyna. YIpaBieHHE HAECHTH(QHUKanUed U JOCTYIOM.
CpenctBa ynpasinenus aocrynom. Web-noctym. Ilpotokxonsr PAP, CHAP,S/Key,
SSO, Kerberos.
IIpakTuyeckue 3aHATHS
OCHOBHBIE IEVCTBUS C BUPTYAIBHOW MaIIMHOMN 1
PaboTa ¢ KOHTPOJIBHBIMH TOYKAMH 1
Hcnonb30BaHNE BHEMIHUX YCTPOMCTB 1
Pabota c okanbHbIM XpanuiauieM ceptudukaros B8 OC WINDOWS 1
Ycranoska u HacTporka [10 eTokenPKIClient 1
Hacrpoiika I10 eTokenPKIClient ¢ momonipio rpynmnoBbIX MOJTUTUK 1
PassepteiBanne TMS B cpene Active Directory 1
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Hacrtpoiika TMS B cpezne Active Directory

Hacrpoiika noautuk TMS

HaCTPOfIKa HCITI0JIb30BAHHWA BUPTYAJIBHOI'O TOKCHA

Vcnonp30BaHue TOKEHA Ha pabodyeM MecTe aIMHUHHCTPATOpa

YcranoBka u HacTpoiika CK3U «KpuntollpoCSPy»

Pabora ¢ koHTeliHepaMu 3aKpBITOTO KIIF0Ya U CePTU(HUKATAMH TT0JIB30BATEIS CPEICTBAMH
Kpunto IIpo CSP

ITpumenenne SecretDisk4

[Tpumenenune SecretDisk Server NG

N3yuenne ocHoBHbIX Bo3MokHOcTei [1O VipNetClient

N3zyuenne nactpoek 10 VipNetClient

N3yuenne BozmoxkHocteit [10 Jlenosas nouta

W3ydeHue cpeicTB OOHAPYKEHMSI aTak

M3yyeHnne aHTUBHUPYCHBIX ITPOJTYKTOB

NININININDINDINDI N (NN

Tema 1.4. MeToabl ynpaBjeHust
CpeICcTBAMHU 3aIUTHI

Coaep:xanue yue0HOro MaTepuaJia

1. Mertoabl ynpaBieHusi CpeCTBAMH CETEBOM 3aIUTHI.

2. 3ajaud yOpaBJeHHUS CHCTEMOM CeTeBOM 3aluThl. ApPXUTEKTypa YIpaBIeHUS
CpPEACTBAMU CETEBOM 3aILIUTHI.

3. DOyHKIMOHMPOBAHUE CUCTEMBI YIPABJICHUS CPEACTBAMU 3AIIUTHI.

Aynut 6e30macHOCTH HH(POPMALIMOHHOW CUCTEMBI.

MoHuTOpHHT 6€30IacCHOCTH cucTeMbl. IIporpaMMHbIe cpeicTBa IPOBEIECHUS ayUTa

6e3omacHocTH. O630p COBPEMEHHBIX CUCTEM YIPABICHUS CETEBOM 3aIIUTOM.

6. Knaccupukanus cucreM 3amuThsl. [lepcnekTHBBl U TEHAEHIMHU B Pa3BUTUU CHUCTEM
3aIUTHL.

ok

10

CamocTosiTeibHasi padora npu n3ydenuu M/IK 02.01

100

PekoMenyeMasi mprMepHasi TeMaTHKa BHEAYAUTOPHON CaMOCTOSITENIbHOM pabOThI:

1. TIIpobnemsr obecnieuenus O6ezonacHoctu onepauoHHbix cucteM WindowsXP. Windows 7. Windows8. Linux. QNX.

2. TexHOMOTHM ayTeHTH()HUKAIIHH.

3. AyreHTH(UKAIMs, aBTOpU3ALMSA U AJAMUHUCTpUpOBaHME NeicTBUil monb3oBarens. 4.Ilapomu. PIN-koasl. Meronbl HaznexkHOTO

apoJen.

No ok

Tokensl. CMapT-KapThl. BupTyanbHble KIHOYH.
[IporpaMMHo-amnmapaTHbie MOYJIU JTOBEPEHHOM 3arpy3KH.
ATIIM/I3 KpuntoH —3aMOK CUCTEMHBIN aIMUHUCTPATOP.
W3ydeHue HacTpoek cucTeMHoro aamuauctpatopa AIIM/I3.

COCTaBJICHUA
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8.
9.

10.
11.

12.
13.
14.
15.

16.
17.
18.
19.

20.
21.

Cexrop HXKM/I. O6mact mamsatu. daiii1, manka, KaTajor.

Pasrpannuenue noctyna Kk 00beKTaM ONeparioHHON CHCTEMBI.

KomrmiekcHasi cuctema opranu3amuu yrpasieHus goctynom. Mactamsmus. Hactporika. 12.AyauTt 6€301nacHOCTH ONepariiOHHOM CHCTEMBI.
OYHKIMHA MEKCETEBBIX dKpaHoB. OTpaHrYeHUE JOCTYyIa BHEIIHKUX I0JIb3oBaresei. Pasrpanndyenne nocryna. @unsrpamnus tpaduka. 14. Ananms
unpopmanuu. [lakernas gunbrpanus. [locpequnueckue Gynkuuu. JlonomHuTenbHbIe BO3MOXHOCTH MD.

[TonuTuka MexcereBoro B3aumoeiicTBusa. Cxemsl noakiatoueHus MJ. [lepconanbhble u pacnpeneneHabie MO.

TpeboBanus moka3zareneit TectupoBanus. Kinaccst MO. Tpeboanus @PCTOK k MD.

Konuenuus noctpoeHust BUPTYaTbHbBIX 3aIIUIIEHHBIX CETEH;.

Bupryanbuble 3ammuimieHHbie ceTd. TyHenupoBanue. WMHkancynsuus nakeroB. CTpykTypa 3alllMIIEHHOro mNakera. BapuaHTel mocTpoeHus
3aIUIIEHHBIX KaHAJIOB.

3amura Ha kKaHanbHOM ypoBHe. [Ipotokonsl PPTP, L2F, L2TP.

[IpoTokosibl popMUpPOBaHUS 3aLIUILEHHBIX KaHAIOB Ha ceancoBoM ypoBHe. [Ipotokomnsl SSL, TLS, SOCKS.

3amuTa Ha CeTEBOM YpOoBHE. ApxuTekTypa cpeacts 6e3onacHoctu [PSec, AH, ESP.

3amuta Ha mpukinagHoMm ypoBHe. [Iporokonsr PAP, CHAP,S/Key, SSO, Kerberos.3.cetMD. TpeboBanus ®CTOK k MD nokymeHTanuio Ha
obopynoBanue UTKC.

OYHKIIMOHUPOBAHUE CUCTEMbBI YIIPABJICHUS CPEICTBAMH 3AIUTHI.

Aynut 6e30macHoCTH HHOOPMAIIMOHHOW CUCTEMBI.

KypcoBbie padoThl (IIPOEKTHI) | 20

TemaTHka KypcoBbIX paboT (IIPOEKTOB):

©CoNoO~WNE

el
(N )

12.
13.
14.

Monens yrpo3z HC/ na npeanpusitun

ITpoenenue kinaccuduxanuu AC u CBT no tpedoBanusm @CTIK nHa npeanpustun

IIposenenue knaccuduxamuu 110 no tpedoBannsm @CTIK Ha npennpustiuu

ITpoenenue kinaccudurannu M3 no tpedoBanusm GCTIK nHa npeanpustun

[Toctpoenue monenu HapymuTens o TpedoanusM @CTIK nHa npennpusTiu

[Toctpoenne moaenu Hapymurens mo Tpedosanusm OCh Ha npeanpusTn

Monens yrpo3 6e3onacnoctu C nepcoHaabHBIX TaHHBIX Ha MPEATNPUATHI

KommniekcHast Mozienb 3aiuThl MHGOPMAIMK HA TPEANPUSTHH.

Onenka >(Q¢EKTUBHOCTH CYIIECTBYIOIIUX MPOrPaMMHBIX M MPOrPaMMHO-ANIMapaTHBIX CPEACTB 3alUThl MHGOPMAlMU C MPUMEHEHHEM
CHELMATN3UPOBAHHBIX UHCTPYMEHTOB U METOJ0B (MHAMBUAYAIbHOE 3aJaHUE)

. O630p U aHaNMU3 COBPEMEHHBIX TPOrPaMMHO-AIIAPATHBIX CPE/ICTB 3aIUTHI HH(GOPMaluU (MHIUBUAYAIbHOE 33 JaHUE)
. Bb1Oop onTuManpHOro CpeacTBa 3alUThl HHPOPMALUU UCXoasd U3 Metoandeckux pekomennamuii @CTIOK u nmeromuxcst MCXOAHBIX JaHHbBIX

(MHIMBUyaTbHOE 3a/1aHuUE)

[IpumeneHne mporpaMMHO-aIapaTHBIX CPECTB 3aUTH UHPOPMAIIUHU OT Pa3INYHbIX THIIOB YIPO3 Ha MPEANPHUATHH (MHANBUAYAILHOE 3a/IaHUE)
[Tpobnema 3amuTel HHGOPMAIU B 00JaYHBIX XpaHuiumax nanubix u O/ Jax

3ammra cpeji BUpTyaau3aluu.
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IIpomeskyTouHas arrectauus B Gopme IK3aMeHa

10

Bcero mo MJIK 02.01

244

MK 02.02. Kpuntorpadpuyeckas 3amura uHGopMannu

102

Conep:xanue yueOHOro MaTepHaJia

1.
2.

o kW

~

9.

Tema 2.1. OcnHoBbl kpunTorpapuuecknx | 10.

METOAO0B 3alIIMThI I/lH(l)OpMaIII/Il/I 11.
12.

13.
14.

CgoiicTBa HH(MOOPMAITMOHHOM 0€30ITaCHOCTH.

CaoiicTBa nH()OPMAMOHHOU 0e30IacHOCTH, obecrnieunBaeMbIe
KpUNTOrpapUUECKUMH MeTOoJaMHu 3aluThl uHpopMmauuu. Bunel arak. CiyxO0bl
0€30MacHOCTH U MEXaHU3MBbI JIOCTHIKECHHUS TPEOYeMOro YpOBHS 3aIIUIIIEHHOCTH.
Kpunrorpaduueckue MeTozb!.

Iudposanue. Konuposanue. Creranorpagus. Cxartue.

Marematuka kpuntorpapum.

bunapusle onepanuu. Apu¢pmeruka Lenablx uucen. MoaynbHas apupMeTHka.
Marpuupsl. JInHEeHOE CpaBHEHHE.

Tpaauunonssie mMdPHI TEPECTAHOBKH.

udps! nepecranoBku. OnHO U ABYX HanpapiieHHbIE. [loTouHbIe 1 GJ104HBIE IIU(PHI.
Mexanu3zanus mmdpoBaHusl.

TpaauunonHble HUQPBI 3aMEHBI.

Iudpsr 3amensl. Hudpsr MHOTOANIpaBUTHON 3aMeHBI. YaCTOTHOCTH CUMBOJIOB.
Kpunroananus.

Ataka rpy6oil cuibl. YacToTHbIM aHanu3. Artaka no oOpasiy. ATaka 3HaHMS
MCXOJHOIO TEKCTA.

KommnbrorepHoe mudpoBanue.

KonoBas Ttabmuua ASCIL Anrebpanueckue CTPYKTYpbl: TpYIIbI, KOJbIA, IOJS.
I'eneparop nmapoJiei.

14

IIpakTHYecKkHne 3aHATHA

Creranorpaduyeckue MeTobl CKPBITHS HH(OpMaLIUU

bunapnas apudmeruka. MoaynpHas apudmeruka

[TpuMeHeHne MeTo10B MU POBAHMSI IEPECTAHOBKOM

[Tpumenenne MeTo10B mU(pOBaHUS 3aMEHOM

[TpumeHeHHne MeTo10B MK POBAHUS MHOT0aI(haBUTHOM 3aMEHBI

Kpunroananns MeTo0B epecTaHOBKU

KpI/IHTOaHaJ'II/IS METOJ0B 3aMCHBI

KomnerotepHoe mmdpoBanue

NINDININININININ

Tema 2.2. CoBpeMeHHbIE CTAHAAPTHI Conep:kanue y4eOHOT0 MaTepHuaJia

muppoBaHus 1.

CuMMeTpu4HOE HIH(PpPOBaAHHUE.

[EEN
EaN
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ISR

~

10.
11.

Cern ®aiicrensa. Cranmapt mudpoBanus nanueix DES. Crtpykrypa DES. Anamms
DES. MuorokpatHoe npumenenue DES. bezonacnocts DES.
YcoBepiuieHcTBOBaHHBIN cTanaapT mmdpoBanus AES.

Crpykrypa AES. Paciimpenue kmoueid 128/192/256. Ananus 6e3omacHoctu AES.
Poccuiickue crangapThl CHMMETPUYHOTO MIU(POBAHUS .

Crpykrypa I'OCT 28147-89. Pexumbr mmdpoBanus 'OCT 28147-89. Anamus
6e3omacuoctu ['OCT 28147- 89. 'OCT P 34.12-2015.

[Tpobnema pacmpeneneHus KIouei CMMMETpIYHOTO Mu(poBaHus.

Anroput™m [Quddu-Xenvana. Ynpasnenue kmouamu. Kerberos. AcummerpudHoe
mmdpoBanue.

[Ipocteie uucna u ypaBHeHUs. Pasznokenue Ha MHOXuTenu. RSA. Teopema 00
ocrarkax. Bo3Benenue B crenenp u gorapudmsl. Kpunrorpagpuueckas cucrema Diib-
IMamans. Kpunrocucremsl Ha OCHOBE METOJA SITMIITUYECKUX KpuBbIX. DL
Poccuiickue cranmapTbl aCHMMETPHYHOTO MIH(POBAHUSI.

I'OCT 34.10-94. TOCT P 34.10-2001. T'OCT P 34.10 -2012. be3omacHOCTb
ACMMMETPUYHBIX aAJITOPUTMOB.

IIpakTH4yecKkue 3aHATHS

Anroput™m [Iuddu-Xenmana. OpraHuzanusi airopurMa mepefaddl CHUMMETPUYHOTO

2
KJII04a
AcuMMeTpuyHOE MH(ppOBaHUE. ANTOPUTM Pa3IOKEHHUS] MPOU3BEACHUS JBYX IPOCTHIX 9
YHCeNl HA MHOXKUTENHN
Coaep:xanue yueOHOTro MaTepuaJia
1. IlemoctHOCTH COOOIIEHUS.
2. CnyuaitHas wmozenb Oracle.  YcraHOBJIIGHHWE — MOMJIMHHOCTH — COOOIICHHS.
Kpunrorpadpuueckue xsm-¢pynkuun. MD-5. SHA-1. SHA-512. TOCT P 34.11-94.
I'OCT P 34.11 -2012 Ananu3 6e30nacHOCTH X3MI-(QYHKIUH. ATaky Ha X3UI-QYHKIIUH.
Tema 2.3. Kpunrorpaguyeckue MeToabl 2 DIEKTPOHHAA LH(POBAA HOIIHCE. .
oBecIeenmst Ge30acHOCTH . Anroppm\:[ dopmupoBanusa noxanucu. CpoiicTBa oOecrieunBaeMble BHI:[. CxerI
CETEBBIX TeXHOMOIMil mudpoBoi moanucu. Ataku Ha 1nudpoByto noanuchk. DI ¢ BpeMeHHOH METKOM. 18
Crnenas DLII. becciopras SIIT.I'OCT P 34.10 -2012.
5. YcraHoBieHHE MOJIMHHOCTH OOBEKTA.
6. Ilpocroit mapons. JAuHamudeckuit mapoib. 3ampoc-otBeT. PIN. [loarsepkaeHue c
HYJE€BBIM  pasrjaimeHueM.  buomerpuueckue  CpeicTBa  HACHTU(DHUKAIHH.
DJIEeKTPOHHBIE KIIFOYX U KapThl. TOKEHBI.
7. TIpobnembl pacnpesesaeHus OTKPHITOTO KJF0Ya aCHMMETPUYHOTO MU (POBAHMSL.
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o

10.
11.

12.

13.
14.
15.
16.
17.
18.

Ceprtudukarbl OTKpHITOro Kitoua. Y gocroBepstomue neHTpol. X.509. Uepapxus PKI.
Obecneuenne 6€30MaCHOCTH CETH C TPUMEHEHUEM KPUNITOrpauIeCcKUX MPOTOKOJIOB
Ha IPUKJIATHOM YPOBHE.

OnexTponHas noyra. Apxurekrypa e-mail. PGP. SSMIME .

Obecneuenne 0€30MaCHOCTU CETH C MPUMEHEHUEM KPUNTOrpadUyecKux MPOTOKOJIOB
Ha TPAHCIIOPTHOM U CETEBOM YpPOBHE.

dopmarel coobmenus SSL. TLS. besomacHocth TpancmoptHoro ypoBHs IPSec.
Opranmzanus VPN-cetn 3amurta uHpOpManmMM B CETAX, OPraHU30BAHHBIX IIO
TEXHOJIOTUH 0ECIIPOBOJAHOIO JAOCTYIIA.

IEEE 802.11. WEP. WPA. WPA-2. IEEE 802.16.

3amuTa uHpOpMAaINH B ceTsax coToBoi cBsa3u. A3. A8.A5/3. ATaku Ha alTOPUTMBI.
[TepcnexTHBHI pa3BUTHS OECIIPOBOJHON MOOHMIBLHOM CBsI3U. KpunTOBamrOTHI.
butkoun. brokueitn-cucremsl Ethereum.

[TepcneKTHBBI pa3BUTHS KPUNITOTpadUH.

KBantoBas kpunrtorpadusi. IIpoGnembl orpaHudeHHs CKOPOCTH MIU(GPOBAHHUS.
[TpoGiieMbl T€OpHUK ACCUMETPUYHBIX AJITOPUTMOB

IIpakTH4yecKkue 3aHATHS

Pa3paboTka x31-pyHKIUu

Pa3pa60TKa CXCMBI ITPOCTOT'O MAPOJIA

Pa3paboTka cxembl JMHAMUYECKOTO MapoJist

CeptuduKaThl OTKPHITOTO KIIFOYA

HaCTpOﬁKa U aIMUHHUCTPUPOBAHHUC TOKCHA

Hacrpoiika cepBucoB Pytoken-PinPad

Hactpoiika cepsucoB Pytoken-OLII1

Hacrpoiika cepBrcoB Pyroken—Bluetooth

Hactpoiika cepBucoB PyTokeH—S

Pa3pabotka anropurma PGP

N3yuenne nporokosoB SSL, TLS, IPSec

Hactpoiika 6e3omacHocTi OecrnipoBogHoi cetn nepenaun unHpopmaruu [EEE 802.11.
WEP. WPA. WPA-2

N (INININININININDININDININ

CamocrosiTesibHast padoTa

PexoMeHnayeMasi TEMATHKA CAMOCTOSATEIbHON padoThl

(2]
o

1. H3yueHue HOBBIX TEXHOJOTHI XpaHEeHHU HHPOPMALIUH.
2. CraTUCTHKA W aHaJIHU3 KPYIHBIX yTe4eK WH(OPMAIHH 32 TOI.
3. Tlowuck nH(popMalmu 0 HOBBIX BUAAX aTaK HA MHOOPMAIIMOHHYIO CHCTEMY.
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0.
1.
12.

O0630p coBpeMEHHBIX MPOTPAMMHBIX U MPOTPAMMHO-AMNMAPATHBIX CPEACTB 3aILUTHI.

CpaBHUTEINIBHBII aHAJIN3 COBPEMEHHBIX POrPAaMMHBIX U IIPOTrPAMMHO-AIIapaTHBIX CPEICTB 3aIIUTHI.

Kpunrorpaduueckrue MeTObI.

udposanue. Konuposanue. Creranorpadus. Cxarue.

Tpagumonnsie mudpsl nepectaHoBku. OHO U ABYX HampaBieHHbIe. [loTounble u 6104HbIE MHUDPHI.

Tpanguumonnsie mmdpsl 3amensl. Lngpsr MHOTOAN(aBUTHON 3aMeHbl. YaCTOTHOCTH CHMBOJIOB.

Kpunroananus. Ataka rpy0oii criibl. YacTOTHBINM aHamu3. ATaka 1o o0pasiy. ATaka 3HaHUS HCXOJIHOTO TEKCTa.

KommerotepHoe mmdpoBaHue.

Crannpapt mmdposanus gaaHeix DES. Ctpykrypa DES. bezonacaocts DES. Ctpykrypa 'OCT 28147-89. Pesxxumsl mmudpoanus ['OCT 28147-
89. Anamu3 6e3onacuoctu 'OCT 28147-89. TOCT P 34.12-2015.

13. Anropurm /luddu-Xenmana. Ynpasienue kinrodamu. Kerberos.

14. Acummerpuunoe mudposanue. Kpunrorpaduyeckas cucrema Dnp-I'amanst. TOCT 34.10-94. TOCT P 34.10-2001. TOCT P 34.10 -2012.
ITIpomexkyrounasi arrecranus B popme 1uddepeHIUPOBAHHOIO 3a4€TA 2
Bcero mo MJIK 02.02 150

Y4yeOHas npakTuka (1o Npopuiiio cnenuajabHoCcTH) uTorosas no 1M

Buabi pador

Br160op, nmoakiroueHne, HacTporKa MEKCETEBOr0 SKpaHa. AIMUHUCTPUPOBAHUE MEKCETEBOTO IKpaHa.

O3HakoMJICHHE, TMOJKIIOUEHUE, HACTPOMKAa CHUCTEMBbI PE3EPBHOTO KOMUPOBAHUSA AJMHUHUCTPUPOBAHUE CHUCTEMBI PE3EPBHOTO
KOIIMPOBAHUS.

O3HakomIIeHHE, MTOKII0OUEHNE, HACTPOUKA CUCTEMBbI AHTUBUPYCHOM 3alIUTHI. A IMUHUCTPUPOBAHUE CUCTEMBI AHTUBUPYCHOM 3aIlIUTHI. 36

ITpoBeeHne HHCTPYKTaXKa 1Mo TexHUKe Oe3omnacHocTH. CocTaBineHune anropurMa xenr-gpyHkun CoctaBieHue anropurMa mudgdpa
[TonxiroueHue, ycTaHOBKA JIpaiiBEpOB, HACTPOIKa MPOrpaMMHBIX cpeAcTB muppoanust KpunrtoH.

AJIMUHUCTpUpPOBaHHE IPOTPAMMHBIX cpe/icTB muppoBanus Kpunton

[Tonxirouenue, ycTaHOBKA JpaiiBEpOB, HACTPOIKa anmapaTHBIX cpeAcTB mudpoBaHus Kpunrton. AIMUHUCTPUPOBAHHUE alNIapaTHBIX
cpeacts mudposanusi Kpunros.

IIpou3BoacTBeHHAas NPAKTUKA (110 MPOPMII0 crieuaabHOCTH) uToropas no 1M
Buas1 pador

VYyacTue B opraHuzamnuu padoT 1Mo 3alUTe MePCOHATBHBIX KOMITBIOTEPOB Ha TIPEANPUITUH
Yyactue B opranuzaii padboT Mo 3aluTe JTOKATBHBIX CeTel Ha MPEANPUATUU

VYyactue B opranusaiuu padboT 1o 3amuTe padoT B rI100anbHON CETH UHTEPHET Ha NPEAIpUITUN 144

O3HakoMJIeHHe, OpraHu3alys, HacTpoiKa cucTeM 0€30MacCHOCTH MPOBOAHOM 3alIUIEHHOHN JIOKAJIbHON CEeTH.
AJMUHHUCTPUPOBAHUE CUCTEM 0€30TaCHOCTH MPOBOAHOM 3aIUIIEHHON JTOKATHHOW CETH.

O3HakoMJIeHHE, OpraHu3alys, HacTpOiKa cucTeM 0e30MacHOCTH OeCIIPOBOJHOM 3aIIUIIIEHHON JTOKAIBHOM CeTH.
AJIMUHUCTPUPOBAHKE CUCTEM 0€30IacCHOCTH 0€CITPOBOAHOMN 3alUIIIEHHOM JJOKAJIbHOM CETH.
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[Tonnepxanue Oecriepe0oitHONM pabOThl MPOrPaMMHBIX M MPOrpaMMHO-AINApPaTHBIX, B TOM YHWCIE KPUITOrpadUuecKUX CpPEICTB

3amuUThl HHPOPMAIIMU B 000pYIOBAHUN HHPOPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHBIX CHCTEM U CETEH.

[IpoBenenune HHCTpYKTaXka o TeXHUKE Oe3onacHocT. O3HAKOMIIEHHE ¢ TIpeAnpuaTieM. BeiOop mporpaMMHBIX CpeCTB MU(pOBaHUSL

B COOTBETCTBHHM C PEIIAEMOM 3a1aueii

[Tonxirouenue, ycTaHOBKA JIpailBEpoOB, HACTPOIKa MPOTPAMMHBIX CPEAICTB a0OHEHTCKOT o MHU(pPOBaHUS

AJIMUHUCTPUPOBAHUE BHEJIPEHHBIX CPE/ICTB
Hactpolika cpeacTB 37€KTPOHHON NOAMUCH
AJIMUHUCTPUPOBAHUE CPEJICTB JIEKTPOHHOMN MOAIUCH
AnvmunuctpupoBanue cpencts PKI

KBAJTU®UKALMOHHBINA DK3AMEH 110 TIPO®ECCHUOHAJIBHOMY MOYJIIO 02 20
Bcero no IIM 02:

Teoperuyeckux 3aHATHI 150

IlpakTHYecKUX 3aHATHIA 110

CamocrosiTe/IbHOMH padoThI 184

YueOHasi IPaAKTHKA 36

IIpou3sBoCTBEHHAs] MPAKTHKA 144

Jk3amen no IIM 02 20

HUTOI'O 654
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3. YCJI0BUS PEAJIM3ALIUUA ITPOT'PAMMBI
HPOPECCHUOHAJIBHOI'O MOAYJIA

3.1. Jlas peaau3aumu mnporpaMmbl NpPogecCHOHAIBHOT0 MOXYJS HAOJKHbI ObITh
NMpeayCMOTPEHBI CJeAyIoIue cnenuaababie noMmemenus (B coorserctBuu ¢ ®PI'oC n
IHOOII):

1. JTaBopaTopust mporpaMMHBIX U IIPOTPAMMHO-ANIAPATHBIX CPEACTB 3alUTHl HH(POPMAIUU

Crenuvanu3upoBaHHas MeOeb:
Jlexunonusle napTel — 26 wT.
Crynbs — 53 .

CroJst KOMIIBIOTEPHBIN — 1 1IT.
Yuyebnas nocka — 1 mmirT.

DKpaH HACTCHHBIN— | 1mIT.

Texnuueckue cpesicTBa 00y4eHUs:
Komnerotep npenonasarens — 1 mr
MynbTrMeana npoekTop — 1 mrT.
AyIuoKoNIOHKH — 11T

Cepsep — 2 1T

NcTtounuku Oecriepe0oitHOro nuTaHus — 2 MT.
MHoropyHKIIMOHAIbHOE YCTPOUCTBO -1 MIT.

AHTHBHUPYCHBIC IPOTPAMMHBIC KOMIUIEKCHI; allllapaTHBIE CPEJICTBA ayTeHTU(UKAIIIH MTOJTH30BATEIS;
IpOrpaMMHO-aNNapaTHble CPEACTBA YIPABICHUS JOCTYIIOM K JJaHHBIM U 3alUTHI (IIHU(PPOBAHNU)
nH(pOpMaIUK; CPEACTBA 3alUThl HH()OPMALIUU OT HECAHKIIMOHUPOBAHHOT'O 10CTYIIA, OJIOKMPOBaHUS
JI0CTYIa U HapyLIEHHs LEJIOCTHOCTH; MPOrpaMMHbIE CPEJICTBA KPUITOTpapUUECKOM 3aIlUThI
nH(pOpMaIuu; IPOrpaMMHBIE CPEJCTBA BBISBICHUS YI3BUMOCTEN M OLEHKU 3alUIIIEHHOCTH
MH(POPMALMOHHO-TEJIEKOMMYHUKAIIMOHHON CHCTEMBI, aHaJIM3a CETeBOro Tpaduka.

IlepeyeHb JIMIIEH3MOHHOTO MPOTrPAMMHOI0 00eCHeYeHus:

1) AutuBupycHas 3amuta Kaspersky Endpoint Security

2) Astra Linux, Libre Office

3) IIporpamMmHBIe cpeicTBa KpUnTorpaduyeckoi 3amuTsl HHGOpMaIuu

4) IIporpaMMHO-anmaparHble CpeICTBA YIPABICHUS JOCTYIIOM K JaHHBIM U 3aIIMTHI (IIU(PPOBAHUSA)
uHpopMaluu, cpeacTBaMu 3amuThl HHGopmaruu or HCJI, OnokupoBaHus A0CTyNa U HApyLICHUS
L[EJ0CTHOCTH;

[Tomemenue obecrnieueHo 10cTynoM K cetu «MHTepHEeT» U 3JeKTPOHHOM HH(OPMALITMOHHO-
oOpa3oBaTenbHOU cpene PUHAHCOBOTO YHUBEPCHUTETA.

2. JJaboparopust 3amuTHl KHPOPMAITUHN OT YTEUKH 110 TEXHHYECKUM KaHajIaM

Croenuanu3upoBaHHas MeOenb:
Cron nucbMeHHbIN — 19 miT.
Crynbs — 48 wr.

Cron neperoBopo4HsId — 2 MmT.
CroJs1 KOMIIBIOTEPHBIN — | MIT.

TexHuyeckue cpeacTBa 0OyuCHHUS:
Crennpl puznyeckoit 3amuThl 00bEKTOB HHPOPMATH3AIMH — 2 IIIT.
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Komnerorep npenoaaBarens — 1 mrt
MynpTuMeana npoektop — 1 mr.
DKpaH HaCTeHHbIN — | 1T
AyIuoKOJIOHKH — 11T

CpencrBa 3amyThl ”HPOPMAIMU OT YTEUKH MO aKyCTHYECKOMY (BUOPOAKyCTHUECKOMY) KaHAITY;
CpeAcTBa 3aIlIUThHl HHPOPMALIMK OT YTEUKH MO KaHayiaM, (OpMUPYEMBIM 3a CUET MOOOUHBIX
ANIEKTPOMArHUTHBIX M3ITy4eHUH U HaBOJOK; CPEACTBA KOHTPOIIA Y(P(PEKTUBHOCTH 3aIIUTHI HHPOPMAIHN
OT YTEUKH IO aKyCTUYECKOMY (BUOPOAKYCTHYECKOMY) KaHAITy U KaHaJIaM MOOOYHBIX 3JIEKTPOMAarHUTHBIX
U3JTY4YCHUH ¥ HAaBOJOK.

[epeyeHb JTHUIIEH3HOHHOTO IPOTrPAMMHOTO 00ECIICYCHMSL:
1) AutuBupycuas 3ammra Kaspersky Endpoint Security
2) Astra Linux, Libre Office

3) CIIC «I"apaHT»

[Tomernienue obecredeHo 10CTyNnoM K ceTH «HTepHeT» U 3JeKTPOHHOI UH(OPMAIIMOHHO-
oOpasoBaTenbHOU cpene PHUHAHCOBOTO YHHBEPCHUTETA.

3. YueOHas ayquTopHs AJs MPOBEACHUS 3aHATHI BCeX BUAOB, IPEIyCMOTPEHHBIX 00pa30oBaTeNbHOM
MPOrpaMMoOii, B TOM YHKCJI€ TPYINIOBBIX U MHAUBUAYATbHBIX KOHCYIbTAIIUN, TEKYIIIETO KOHTPOJIS U
MIPOMEXKYTOUHOM aTTecTaluu

(Metoanueckuii KaOHMHET)

Croenuanu3upoBaHHas MeOelb:

Komnerorepnsie cTosbl — 20 mrT.

Crou nuceMeHHBbIN — 13 mT.

Kpecno xomnsroreproe — 20 mr.

Crynbs — 26 wr.

[lxad nns yueOHO-METOAMYECKUX MaTepUaioB — 6 IIT.

TexHuueckue cpesicTBa 00yueHUs:
[lepconanbHble KOMNbIOTEPHI — 18 1IT.
MynpTMEnHa npoekTop — 1 mr.
OKpaH HacCTeHHbIN — | mT.
AyIMOKOIOHKH — 11IT.

4. TlometeHus JJIsl CaMOCTOATENBbHOM paboThl: BubimoTeka 1 YNTadbHBIN 31 ¢ BEIXOJIOM B CETh
HNHurepHer

Crenyanu3upoBaHHas MeOeb:

Cron xadenpa — 3 mr.

Karanoxnsiii amuk — 1 mr.

kad s yuTaTenbcKux GopMymIsipoB — 3 IIT.
Butpuna s xHur — 3 mr.

Croun yuennueckuii — 24 mir.

Kpecno komnerotepHoe — 2 mr.

Cryn - 48 wr.

Crou 5proHOMUYHbIN ¢ TyMO0il — 1 mT.

kad s TOKyMEHTOB — 3 IIT.

TexHuueckue cpesicTBa 00y4eHUs:
IlepconanbHble KOMIBIOTEPHI— 18 mIT.
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Peamuzamuss  mpodeccMoHambHOTO  MOAYJIS — TpEArnojaraer  o0s3aTelbHyl0  y4eOHyl0 U
MPOU3BOJCTBEHHYIO TPAKTHKY (MO MPOQHII0 CHeNMaTbHOCTH). Y4eOHas MpaKkTUKa TPOBOJUTCS
KOHIICHTPUPOBAaHHO B YY€OHOM 3aBEJICHUH, TPOU3BOJICTBEHHAS MTPAKTHKA (110 MPO(UITIO CIIEIUATBHOCTH)
MPOBOAMTCS KOHIICHTPUPOBAHHO B OpraHU3anusx paboTojaTeneil, ¢ KOTOPhIMU 3aKIIIOUEHBI JOTOBOPHI O
NPaKTUYECKOH IMOATOTOBKE 00YJatOIIHXCSI.

3.2. UudopmanmonHoe odecneyeHne 00y4eHus

Jns  peanuzanmuy 1porpaMMbl  OMOIMOTEYHBIH (HOHI 00pa3oBaTENbHON OpraHu3alul UMEeT
JNEKTPOHHBbIE W3JaHUS M HHOOPMALMOHHBIE PECYpPChl, PEKOMEHAYyeMble HJsi HCIIOJIb30BaHUS B
00pa30BaTeIbHOM MPOIIECCE.

3.2.1. IleuaTHnle U31aHuA

1.CeTH 1 TEIEKOMMYHUKAIMK: Y4eOHHUK U TpakTUKyM it By30B / K. E. Camyiinos [u ap.] ;
non penakuued K. E. Camyitnosa, U. A. Illanumona, JI. C. Kyns6oBa. — 2-e uza., nepepad. u
nomn. — Mocksa: M3narensctBo FOpaiit, 2024. — 464 ¢. — ISBN 978-5-534-17315-4. — Texkcr

3JIEKTPOHHBIN /1 O6pazoBarenbHast wiardopma Opaiit [caiit]. —
URL.: https://ezpro.fa.ru:2058/bcode/536089 (nara obpamenus: 28.03.2024)
2.0mudep H.A, Omudep B.I'. Komnbrorepusie cetu. [IpuHIMIBI, TEXHOJIOTUU, MPOTOKOJBL:
KO6uneitnoe nznanue. — Cno.: [Mutep, 2020. — 1008 c.

3. benos E.b. OpranuzannonHo-mpaBoBoe o0ecnedyeHrne nHHOpMalnOHHON 6€30MacCHOCTH
yuebnoe nznanue / benos E.b., IIpxxeropnunckuii B. H. - Mocksa : Akanemus, 2021. - 336 c.

(CriermanbpHOCTH  cpeiHero mpodeccruoHanbHoro obpasosanus). - URL: https://academia-
MOSCOW.ru - Pexum mocrtyna: DnexTponHas OubOnmoreka «Academia-moscow». - Tekcr :
3IIEKTPOHHBIN

4. [lNanprun, B. ®@. 3amuTa nHGopmManuy B KOMIBIOTEPHBIX CUCTEMAX U CETSIX : yueOHOe
nocobue / B. @. Hlanwrus. - 2-e uza. - Mocksa : JIMK Ilpecc, 2023. - 594 c. - ISBN 978-5-89818-
506-0. - Tekct : snexrtponnsiid. - URL: https://znanium.com/catalog/product/2107178 (mara
obpamienus: 28.03.2024).

3.2.2. DyIeKTpOHHBIC U31aHusl (JIEKTPOHHBIE Pecypchl)

HNurepHer-pecypcnl:

@enepanbHas caykb0a 1O TEXHHYECKOMY U 3KcrnopTHoMy KoHTpodto (PCTOK Poccun)
www.fstec.ru

NHupopmaninoHHO-cipaBoYHasi CUCTEMa IO JOKyMEHTaM B 00JIaCTU TEXHUYECKOM 3allluThl
uHpopmannu www.fstec.ru

OOpazoBaTenbHble MOPTANbl 1O Pa3IUYHBIM HANpaBJIEHUSM O00pa3oBaHUST U TeMaTHKe
http://depobr.gov35.ru/

®enepanbhblii nopran «MHbopMallMOHHO- KOMMYHUKAIIMOHHBIE TEXHOJIOTHMM B OOpa30BaHUN»
htpp\\:www.ict.edu.ru

http://www.morion.ru/

http://www.nateks.ru/

http://www.iskratel.com/

http://www.ps-ufa.ru/

http://3m.com/

http://www.rusgates.ru/index/php - Marepuainsi caiita 3aBoaa «Depporpudcop»

3.2.3. JlonoJTHUTEIbHbI€ HCTOYHUKH

I[OHO.]'[HI/ITGJILHLIB HCTOYHUKHU:
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®enepanbubiii 3akoH oT 27 uionsg 2006 1. Ne 149-d3 «O6 uHbopmaru, UHPOPMAITMOHHBIX
TEXHOJIOTUSIX U O 3aIIUTE UH(OPMAITHNY.

®enepanbublii 3ak0H OT 27 utoist 2006 r. Ne 152-03 «O nepCoHAIbHBIX TaHHBIX).

®denepanbhbiii 3ak0H OT 27 aexadps 2002 r. Ne 184-D3 «O TeXHUYECKOM PETYIUPOBAHUN.
Oepnepanbubiii 3akoH oT 4 mas 2011 r. Noe 99-®3 «O nuueH3UpOBaHUU OTACIIBHBIX BHUJIOB
JESTEIIBHOCTH.

@enepanbubiii 3akoH oT 30 nexadbps 2001 1. Ne 195-03 «Koaeke Poccuiickoit @eneparun 00
aJIMUHUCTPATUBHBIX MPABOHAPYIICHUIX ).

Vka3 Ilpesunenta Poccuiickoii @enepauuu ot 16 aBrycra 2004 r. Ne 1085 «Bompockl
DenepanbHOI CIyKObI M0 TEXHUYECKOMY U 3KCIIOPTHOMY KOHTPOITIO».

VYka3 IIpesunnenta Poccuiickoit @eneparuu ot 6 mapta 1997 1. Ne 188 «O06 yTBEepKACHUU MEpEUHS
CBeJICHHUI KOH(DUIEHIIMAIBHOTO XapaKTepay.

Va3 [pesunenta Poccuiickoii @eneparyu ot 17 mapra 2008 1. Ne 351 «O mepax mo obecrieyeHuIo
uHpOpMaIMOHHOM Oe3omacHocTi Poccuiickoit denepanyu Npu UCHONb30BAaHUK UH(POPMAIIMOHHO-
TEIEKOMMYHUKAIIMOHHBIX CETeH MEKIYHAPOIHOTO HHPOPMAIIHOHHOTO OOMEHa.

[Tonoxenne o cepTUUKAIMKM CPEICTB 3aIUTHl MHPOPMALUHU. YTBEPKACHO MOCTAHOBICHHEM
[IpaBuTenscTBa Poccuiickoit @enepanuu ot 26 utons 1995 r. Ne 608.

[Tonoxenne o cepTUUKAUN CPEACTB 3AMUTH MH(OpMAIMKU O TPeOOBAHUSAM OE€30MMaCHOCTH
uH(popMalnu (c JOMOJHEHUSIMU B COOTBETCTBHH C TocTaHoBiIeHUeM [IpaButenbctBa Poccuiickoit
Oenepanun o1 26 uroHA1995 1. Ne 608 «O cepTuduKanuu CpeicTB 3alIUTHl UHHOPMAILIUNY).
YTBepxkaeHo npuka3zom npeacenatens ['octexkomuccuu Poccun ot 27 oktsopst 1995 r. Ne 199.
[Tonoxxenne 1O arTecTanuu OOBEKTOB WH(MOpMaTH3alMK TO TpeOoBaHUSM O€30MaCHOCTH
uHpopmanuu. YteepxkaeHo ['octexkomuccueit Poccun 25 Hosi6ps 1994 r.

CocraB U coaepxaHHe OPraHU3ALMOHHBIX U TEXHUYECKUX MEp MO 0OecleyeHHIo 0e30MacHOCTH
MEPCOHANIBHBIX JAHHBIX MPU UX 00pabOoTKe B MH(GOPMAIIMOHHBIX CHCTEMAaX MEPCOHATBHBIX JIAHHBIX.
Yrepxnens! npukazomM @CTIOK Poccun ot 18 dpespans 2013 r. Ne 21.

Mepsl 3amuThl UHPOPMALIMK B TOCYAAPCTBEHHBIX MH(POPMAIMOHHBIX CHUCTEMaxX. YTBEPKICHBI
OCTOK Poccun 11 dpespans 2014 1.

AnmvunnctpatuBsbiid pernameHT @CTIK Poccun no npenoctaBiaeHuIo rocy1apcTBEHHON YCIyTr
10 JIMIIEH3UPOBAHUIO JEATEIbHOCTU 0 TEXHUYECKOM 3aluTe KOH(UIEHIIMAIbHON HH(OpMaLIUK.
VYrBepxkaeH npukazom @CTOK Poccun ot 12 urons 2012 r. Ne §3.

AnmunuctpatuBHblil pernmaMmeHT @CTOK Poccun 1o nmperocTaBieHnIo rocyapCTBEHHOM yCIyru
M0 JIMIEH3UPOBAHUIO JESATENIbHOCTH 10 pa3paboTKe U MPOM3BOACTBY CPEICTB 3aIIUTHI
KoH(puaeHmabHON nHopMmaruu. YTeepxkaeH npukazom @CTIK Poccun ot 12 mromnst 2012 1. No
84.

CrneuuanbHble TpeOOBaHUS M PEKOMEHJAIMM 1O TEXHUYECKOW 3aliuTe KOH(UIeHIMaIbHON
uH(popMalun (CTP-K). YTBepxkacHBI IIPUKA30M I'ocrexxkomuccnn Poccnn
ot 30 aBrycra 2002 r. Ne 282.

TpeboBanus o 3anuTe HHGOPMAINK, HE COCTABIIAIONIEH TOCYapCTBEHHYIO TaifHy, co/lep Kallencs
B TOCYZIapCTBEHHBIX HH(DOPMAITMOHHBIX cucTeMax. Y TBepkaeHb! npukazom ®CTIK Poccum ot 11
despans 2013 1. Ne 17.

TpeboBanust o 3ammre HHGOpMAIUK, cojepxkauieiics B MHOOPMAIMOHHBIX CHCTEMax OOIIero
MOJIb30BaHUA. VYTBepKIeHbl  MpUKa3aMU ®Cb  Poccum wu OCTOK  Poccun
ot 31 aBrycra 2010 r. Ne 416/489.
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TpeboBanus kK cucteMaM OOHapyXeHusl BTopeHul. YTepxkaeHsl nmpukazomM @CTIK Poccun ot
6 nexabpst 2011 r. Ne 638.

PykoBomsimuii  mokyment. ['eomndopmarnmonnsie cuctemsl. 3amuTta  HHGOpPMAIMH  OT
HECaHKITMOHUPOBAHHOTO JIOCTyma. TpeboBaHus mo 3amurte uHGopManuu. YTBepkaeH OCTOK
Poccun, 2008.

PykoBonsmuii qoKkyMeHT. 3aiuTa OT HECAaHKIIMOHHUPOBAHHOTO JOCTyMa K nHpopmanuu. Yacts 2.
[TporpamMuoe oOecnieueHre O0a30BBIX CHUCTEM BBOJAA-BBIBOJA IEPCOHAIBHBIX 3JIEKTPOHHO-
BBIUMCIUTENbHBIX ~ MamuH.  Kiaccupukanuss 10 ypOBHIO — KOHTPOJSL  OTCYTCTBUS
HeJeKJIapupoBaHHBIX Bo3MokHOCTeH. YTBepxkaeH @CTIK Poccun 10 oxtsa6ps 2007 r.

[Tpuka3z ®CB Poccuu ot 9 deBpans 2005 r. Ne 66 «O6 yrBepxkaenun [lomoxenus o pazpaboTke,
IPOM3BOJICTBE, peAM3alui M HKCIUTyaTallMd IIU(PPOBAIBHBIX (KpUNTOrpaMuecKux) CpelcTB
3alIUThl HHPOPMALIUN.

I'OCT P HUCO/M3K 13335-1-2006 HudopmannonHas TexHOJIOTHs. MeToAbpl M CpencTBa
obecrieuenns Oe3omacHocTd. Yacte 1. KoHmenmuss w Mozenu MeHEIKMEHTa Oe301acHOCTH
UH(POPMALIMOHHBIX M TEJIEKOMMYHUKAIIMOHHBIX TEXHOJIOTUH

I'OCT P UCO/MDBK TO 13335-3-2007 MudopmanmonHas TexHOJIOTHSA. MeTonbl U CpeicTBa
oOecnieueHus 6ezonacHoctd. Yacts 3. Metoabl MeHe KMeHTa 0€30MacHOCTH HUH(POPMALIMOHHBIX
TEXHOJIOTUI

I'OCT P UCO/MDBK TO 13335-4-2007 NudopmanroHHas TEXHOJOTHS. MeTOoabl M CpeacTBa
obecnieuenus 6ezonacHoctd. Yacts 4. BeiOop 3alIMTHBIX Mep

I'OCT P UCO/MDBK TO 13335-5-2006 MudopmanmonHas TexHOJOTHS. MeTonbl U CpeicTBa
oOecnieueHus 6ezonacHocTH. Yacth 5. PykoBoICTBO IO MEHEIKMEHTY O€30IaCHOCTH CETU

I'OCT P UCO/MDBK 17799-2005 HudopmaunonHas TexHoiorus. llpaktuueckue mnpaBuiia
yhpaBieHUs] THPOPMAITMOHHOMN 0€3011aCHOCTHIO

I'OCT P HNCO/M3K 15408-1-2008 HMudopmannoHHas TexHOJOrus. MeToasl M cpejacTBa
obecrieueHus 6e3onmacHocTH. Kpurepun oreHku 6e30macHOCTH MH(GOPMAIMOHHBIX TEXHOJIOTHH.
Yacts 1. Beenenue u ob1mas Moaenb

I'OCT P HNCO/M3K 15408-2-2008 HMudopmannoHHas TexHOJOrHs. MeToasl M cpejacTBa
oOecnieyeHns 6e3onmacHocTH. Kpurepun oneHku 6e30macHOCTH MH(GOPMAIMOHHBIX TEXHOJIOTHH.
YacTp 2. @yHKIHOHATBHBIE TPeOOBaHUS 0€30aCHOCTH

I'OCT P HNCO/M3K 15408-3-2008 HMudopmanroHHas TexHOJOrHs. MeToasl M CpeacTBa
oOecrieueHus 6e3onmacHocTH. Kpurepun oreHku 06e30macHOCTH WH(GOPMAIMOHHBIX TEXHOJIOTHH.
Yacts 3. TpeboBanus 1oBepus K 6€30MacHOCTH

['OCT P 34.10-2001. "Uudopmarnmonnas texnonorus. Kpunrorpapudeckas 3amura nHHOpMaIyH.
[Tporneccrl hopMupoBaHust ¥ IPOBEPKHU AIIEKTPOHHOM 1udpoBoii moamucu"”

['OCT P 34-11-94. "Undopmanmonnas texnonorus. Kpunrorpaduueckas 3ammra nHpopmanuu.
@yHKIMS XAMHUPOBaHU"

I'OCT P 50922-2006 3amurta wuHopmanuu. OCHOBHbIE TEPMUHBI U  OMNPEICIICHUS.
Pocrexperynuposanue, 2006.

I'OCT P 52069.0-2013 3amura uHbopMmaruu. Cucrema ctaHaapToB. OCHOBHBIC MOJOKEHUS.
Poccranpapr, 2013.

['OCT P 51583-2014 3amuTa unpopmanuu. [lopsaok cozgaHus aBTOMaTU3HPOBAHHBIX CUCTEM B
3amuieHHoM ucnoinennn. Ooume nomoxkerus. Poccranmapr, 2014.

I'OCT P 51275-2006 3ammra wuaopmamuu. OOvexkT wuHpopMaTHzanmuu. DakTopsl,
BO3/eHcTBYIONME HAa HH(popMaruio. O6mue nonoxxenusi. Pocrexperynuposanue, 2006.
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- TOCT P 52447-2005 3amwura wuHpOpMauuu. TexHuka  3amuTel  UHPOPMALUU.
Homenknarypa nokaszarenei kauectBa. PocrexperynupoBanue, 2005.

— TOCT P 56103-2014 3amura uHpopManuu. ABTOMATH3UPOBAHHBIE CHCTEMBI B 3aAIIUIICHHOM
ucnonHeHuu. OpraHuzanusi U cojepkKaHue padoT MO 3alUTe OT IPEeTHAMEPEHHBIX CHIIOBBIX
3JICKTPOMArHUTHBIX BO3aeicTBUi. O0mue nojoxxenus. Poccranmapt, 2014.

— TOCT P 56115-2014 3amura uHpopManuu. ABTOMATH3UPOBAHHBIE CHCTEMBI B 3aAIIUIICHHOM
ucnosgHeHuu. CpecTBa 3alUThl OT IPEIHAMEPEHHBIX CUIIOBBIX AIEKTPOMArHUTHBIX BO3/1EHCTBUM.
O6mue TpeboBanus. Poccrangapr, 2014.

- TOCT P HMCO/MDBK 15408-1-2012 HudopmamuonHas TexXHOIOTHA. MeTonbl M CpeacTBa
obecrieuenus 6e3onmacHocTH. Kpurepun oreHku 0e30macHOCTH WH(GOPMAIMOHHBIX TEXHOJIOTHH.
Yacts 1. Beenenue u o6mas monens. Poccranmapr, 2012.

— TOCT P HMCO/MDBK 15408-2-2013 HudopmamuonHas TexXHOIOTHA. MeTonbl M CpeacTBa
obecrieuenns Oe3omacHocTH. Kpurepun oreHKu 0e30macHOCTH WH(GOPMAIMOHHBIX TEXHOJIOTHMA.
Yacte 2. OyHKIMOHANBHBIE TpeOoBaHus OezomacHocTu (mpsimoe mpumeHenue ISO/IEC 15408-
2:2008). Poccrangapr, 2013.

— Meroauka ompeneneHusi aKTyalbHBIX YIpo3 O€30MacHOCTH IEPCOHANBHBIX JAaHHBIX IPH HUX
00paboTke B MH(OOPMAIIMOHHBIX CHCTEMaX MePCOHANBHBIX JaHHBIX. Y TBepkaeHa @CTOK Poccun
14 dbeBpans 2008 r.

— COOpHUK BpEMEHHBIX METOAMK OIICHKH 3alIMIICHHOCTH KOH(UICHIMAIbHOW WH(YOpPMAIHMUA OT
YTEUKH 10 TEXHUYECKUM KaHasaM. Y TBepxeH ['octexkomuccueit Poceun, 2002.

— TOCT P 51275-2006 3amura wunpopmammu. OObekT uHPopMaTuzauuu. DaxKTOpHI,
BO3/ciicTBytOIIME Ha UH(popmanuto. O0mue nonoxxkenusa. Pocrexperynauposanue, 2006.

— TpeGoBanus o 3amuTe HHPOPMALIMU, HE COCTABIAIOLIEH TOCYAapCTBEHHYIO TaliHy, cojepxKareics
B TOCYZIapCTBEHHBIX HH(POPMAIIMOHHBIX cucTeMax. Y TBepxkaeHbl npukazom ®CTIK Poccum ot 11
¢despans 2013 1. Ne 17.

— Mepsl 3ammThl UHPOPMALMU B TOCYIAapCTBEHHBIX MH(POPMALMOHHBIX CHUCTEMaX. YTBEPXKIAEHBI
OCTIK Poccun 11 ¢pespans 2014 r.

— Meroauueckue peKOMEHJAMM MO0 TEXHUYECKOH 3amuTe HHGOpMAIMM, COCTaBIISAIOLICH
kKoMMmepueckyto TaiHy. Y1epxaensl ®CTIOK Poccun 25 nexabpst 2006 r.

OTteuyecTBeHHBIE )KYPHAJIBI:

"InformationSecurity/ Unpopmanronnas 6e30macHOCTb"
CucTteMHBI aIMUHHACTPATOP
Komnerorep ITIPECC
Cucrempr 6e3omacHocTH. JKypHanm i pyKOBOAWTENEM W CIEUMAINCTOB B 00JIacTH
Oe3omacHoOCTH
— CertH U cUCTEMBI CBSI3U
— 3amura unpopmanun. Mucaiin: MHpopMamoHHO-METOANYECKUH KypHa

— Hudopmanmnonnas 6e30mMacHOCTs PeTHOHOB: HaydHO-TIpakTHUECKUi KypHAIT

HNuTepHeT-pecypcebl:
http://cryptogrof.ru/

B cootBetrctBumM co cT. 43 Koncrurymuu Poccuiickoit ®eneparuu, 273-O3 «O6 oOpazoBaHuu B
Poccuiickoit @enepauun» ot 29.12.2012, npukazom Munobpuayku Poccun ot 09.11.2015 N 1309 «O6
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yrBepxkaeHun llopsaka oOecnedyeHus YCIOBUM — JOCTYMHOCTH Ui WHBAJIUIOB OOBEKTOB H
NPEJOCTABIISIEMBIX YCIYT B cepe 00pa3oBaHMs, a TAKXKe OKa3aHUs UM IIPU 3TOM HEOOXOAUMO TTOMOIITHY,
I'OCT P 57723-2017 «udopmaimoHHO-KOMMYHHUKAITMOHHBIE TEXHOJIOTUU B 0OpazoBaHuHu. CHCTEMBI
ANIEKTPOHHO-O0nbmoreunsie. O6ume nonoxenus», [OCT P 52872-2019 «MuTepHeT-pecypehl U Apyras
uH(popMalus, MpeAcTaBiIeHHas B 3JEKTPOHHO-IMPpoBoil dopme. [Ipunoxkenust Ajig CTalMOHAPHBIX U
MOOWJIBHBIX YCTPOWCTB, WHBIE MOJIb30BaTeNbCKUE nHTEpdeiicsl. TpeOoBaHUs TOCTYIHOCTH /IS JIIOACH C
WHBAJIUIHOCTbBIO U IPYTHX JIUL C OTPAHUYEHUSIMH KU3ZHEICATSIIbHOCTY, BCE NMPEAJIaraeMble AIEKTPOHHBIE
pecypchl MaKCUMalIbHO KOM(OPTHBI JUIS YTEHUS cIa0OBHIAIIMMY JIIOJbMH. MacmrabupoBaHue TeKcTa
nocturaet 300 nponeHToB. [Ipu n3mMenennn macmrada coxpaHsieTcsi BOSMOXKHOCTb BUJIETh BCIO CTPAHUILY
TEKCTa, He 00pe3as ero.
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4. KOHTPOJIb 1 OIIEHKA PE3YJIbTATOB OCBOEHUA
IHPOPECCHUOHAJIBHOI'O MOAYJIA

Koa u HauMeHOBaHMeE l'[pO(l)eCCI/IOHaJ'[LHLIX

Metoambl
U 00IMX KOMIIeTeHIIMU, GOpMHUPYeMbIX B Kpurepum oueHku —
pamMKax MOayJist
- BBIBIATH U OLIEHMBAThb  YIPO3BI
6e3onacHoct  uHGopmanuu B UWTKC;
- HacTpauBaTb U NPHUMEHATb CPEACTBA
3amuThl MHGOPMAIMU B ONEPALMOHHBIX
CUCTEMaxX, B TOM 4HCIE CpEACTBa
[1K 2.1. OcymecTBisTh YyCTAaHOBKY (MOHTaX), T peil
o QHTUBUPYCHOW 3alUTBl; - MPOBOAUTH
HACTPOWKY  (HaJagKy) W 3amyckK N
YCTaHOBKY U HACTPOWKY MPOTrpaMMHBIX U
DKCILTyaTallMi0 IMPOTrPaMMHO- ammnapaTHBIX U DKCHepTHOE
[IPOrpaMMHO-AMNMAapPaTHBIX (B TOM YHCIIE
WHXEHEPHO- TEXHUYECKUX CPEICTB HaOJII0IeHUE
. KpUNITOTPaQUUECKUX) CPEICTB 3allUThI
obecrnieueHrs HHGOOPMALIMOHHON OE30MaCHOCTH
nH(pOpMaIny,
NTKC.
- IPOBOJIUTH KOH(HUTYpUPOBaHHE
[IPOrPaMMHBIX u pPOrpaMMHO-
aIrmapaTHbIX (B TOM V(W) (S
KpUNTOrpaQUuecKux) CpeACTB 3allUThI
nH(OpMALINY;
- BBIABIATH U  OICHUBATh  YIPO3BI
6e3onmacaoctn  uHpopmaumu B UHTKC;
- MPOBOJIUTH KOHTPOJb IOKa3aTeneil u
rporecca (G yHKIMOHUPOBAHUS
MPOrPaMMHBIX u pOTrpaMMHO-
[IK 2.2. Ob6ecneunBarh JKCIUTyaTallMIO0 HaIapaTHBIX (B TOM qucue
coJiepKaHue B PabOTOCIIOCOOHOM COCTOSTHUM|[KPUNTOTPa(pUUECKHX) CpPEeACTB  3allUThl
IPOrpaMMHO- aNIapaTHbIX M HHXEHEPHO-UH(POpMaIUy;
TEXHUUECKUX CPEICTB obecreyeHus|- IPOBOJUTh BOCCTAHOBJIEHUE MpolLiecca U[DKCIEPTHOE
uHpopmannonHoit 6ezonacHoctu UTKC u uxjnapamerpos (G yHKIMOHUPOBaHUS[HAOIIOIeHNE
TMarHOCTHKY, oOHapyxeHHe OTKa30B, [[POrPaMMHBIX u IpOTrpaMMHO-
dbopMupoBaTh MIPEJI0KEHUS 1o uX[annapaTHbIX (B TOM quclie
YCTPaHEHUIO KpUNTOTpapUUeCKuX) CpPeICTB 3aIlIUTHI
nH(popmanuy;
- IPOBOJIUTH TEXHUYECKOE 00CITYKMBaHUE
1 PEMOHT IPOrpaMMHO-aNMapaTHBIX (B
TOM YHCII€ KPUNTOTrpaguyecKux) CpeacTB
3alUThl HH()OPMALINN;
- BBIABIATH U  OIEHMBATh  YIPO3BI
6e3onacHoctn  uHpopmauuu B UHTKC;
- HacTpauBaThb U NPHUMEHATH CPEICTBA
[IK 2.3. ®opMynupoBaTh NpPEJIOKEHHUS II0 P P pea
3alIUThl MH(GOpPMAIMKM B ONEpallMOHHBIX
NPUMEHEHHI0 TPOTPaMMHO- alllapaTHbIX H
CUCTeMax, B TOM 4HCIE CpeACTBaIKCIEPTHOE
WH)XEHEPHO- TEXHUUYECKUX CPEICTB .
. AQHTUBUPYCHOM 3allUTHl; - TMPOBOIUTHHAOIIOICHHE
obecrieueHrst ”HPOPMAITMOHHON O€30TTaCHOCTH
TKC KOH(OUTYpHUpOBAaHUE  MPOTPAMMHBIX U
' [IpOrpaMMHO-aINapaTHBIX (B TOM 4HCIE
KpUNITOrpaQUuecKux) CpelICTB 3aIlUThI
H(pOpMaIHH;
[IK 2.4. Bectm pabouyl0 TEXHHYECKYIO|- BBIBIATh H  OICHUBATH  YIPO3bIDKCIEPTHOE
JTOKYMEHTAIMIO 10 3KCIUTyaTalluu cpeacTB ujoesonacHoct uHpopmauuun B HWTKC;HabmoneHue
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cucreM  obOecriedeHuss ~ MH(POPMALMOHHON|- HAcTpauBaThb M IPHMEHSATh CpEACTBA

0e30macHOCTH TEJICKOMMYHHKAIIMOHHBIX[3AIMUTH MHPOPMAIMKM B ONEPAIIMOHHBIX

CHCTEM, OCYLIECTBIISITh ~ CBOEBPEMEHHOE|CUCTEMAaxX, B TOM 4YHCIE CpEICTBa

CIIMCaHWE W  TIONOJIHGHWE  3aIaCHOTO[@HTHBHUPYCHOW 3allUTHL;, - TPOBOJIUTH

UMYIIECTBA, KOH(QUTYpUPOBaHHE  MPOTPAMMHBIX U
[IPOTrPaMMHO-aNINapaTHBIX (B TOM YHUCIIE
KPUNTOTPaQUUECKUX) CPEICTB 3aIIUTHI
nH(pOopManny;

npubopoB u- 0OOCHOBAaHHOCTh MOCTAaHOBKH IIEJH,

OK 01. Beibupats
NPUHAIISKHOCTEH CIIOCOOBI pelIeHus 3a/1a4

npodeccuoHanbHOM JESITEIbHOCTH,
MPUMEHUTEIBHO K Pa3JIMUHBIM KOHTEKCTAM.

BHIOOpa M MPUMCHEHHS METOIOB U
CIIOCOOOB pemIeHus] NpodecCHOHaTBHBIX
3ajay;

aJieKBaTHasi OLCHKA U CaMOOIICHKa
H(PPEKTUBHOCTH M KAueCTBA BBIMOJHEHUS
podeccCHoHABHBIX 33/1a4;

DKCIEPTHOE
HaOJIFO[eH1E
DK3aMeH

OK 2. OcymecTBiasTh TNOWUCK, aHAIU3 U
UHTEPIPETANNI0 UHPOPMAIIUU, HEOOXOAUMOM
IUTsT BBITIONTHEHHS 3a1ad npodeccrnoHabHON
NeSITeTTbHOCTH.

- UCIIOJIb30BAHUE PA3JIMYHBIX HCTOYHUKOB,
BKJIFOYast JJIEKTPOHHBIE pecypcsl,

DKCIEPTHOE
HaOJIFO[eHUE
DK3aMeH

OK 03. IlnanupoBatb U peanu30BbIBATh
CcOOCTBEHHOE npogeccuoHaIbHOe u
JTMYHOCTHOE Pa3BUTHE.

MeHapecypcesl, WHTEepHET-pecypChl,
[EPUOANYCCKUE U3/IaHMsI o
CIEIUATbHOCTH TSt pereHust
podecCHOHABHBIX 3a/1a4;

- JIEMOHCTpanusi OTBETCTBEHHOCTH 32
[IPUHSTHIC peleHus;
- 00OCHOBaHHOCTh  CaMOaHaIW3a |
KOPPEKILIUS  PEe3yJabTaTOB  COOCTBEHHOM
paboTHI;

DKCIEPTHOE
HaOJIIOIEHIE
JK3aMeH

B3aUMOJICHCTBHE C OOYyYarONIUMUCH,
[penojaBaTeNiIMM U MacTepaMH B XOJI€

OK 04. PaGoTarh B KOJIJIEKTUBE M KOMAaHJE,00yuyeHUs, C pyKOBOJIUTENIIMH y4eOHOUM H|IKCepTHOE
5 (EeKTUBHO B3aUMOECHCTBOBATH C KOJUIETaMU, [[TPOU3BOICTBEHHOMN MPAKTHK; HaOJro/1eHue
PYKOBOJCTBOM, KJIUEHTaMH. JK3aMeH
- 00OCHOBAaHHOCTb aHaiM3a padOThI
4JIEHOB KOMaH/Ibl (TIOAYMHEHHBIX );
- 3¢ (HeKTUBHOCTh WCII0Ib30BaHUS
1H()OPMaLMOHHO-KOMMYHUKAIIMOHHBIX
OK 09. MHcnonb3oBath HHPOPMAIMOHHBIE bop Hv YHHKAM .|[9KcnepTHOE
.. [TEXHOJIOTUI B npogeccuoHaIbHON
TE€XHOJIOTHU B npodeccuoHanabHON HaOJI0IeHNE
NeSITEIbHOCTH  COIJIaCHO  (hOPMUPYEMBIM
IESATEIIBHOCTH. OK3aMeH

YMEHUSM U [IOJIy4a€MOMY ITPAKTUYECKOMY
OTIBITY;

OK 10. Ilomp3oBaTtbcs mnpodeccuoHanbHOM
NOKYMEHTAIllie# Ha TOCYJAapCTBEHHOM H
UHOCTPAHHOM SI3BIKE.

- 2(QeKTUBHOCTh HUCIMOJB30BAHUA B
podeccrnoHanbHOI JIEeATETbHOCTH
HEO0OX0TUMO TEXHUYECKON
TOKyMEHTAIlid, B TOM 4HCIE Ha

AHTTTUUCKOM SI3BIKE.

DKCIEPTHOE
HaOJIFOIeHNE
DK3aMeH
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